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Senate House
Section pan b House | Offer #1 | Offer #1
Provides for a type two transfer all positions, duties, functions, records, existing contracts, administrative authority, administrative rules, and
1 unexpended balances of appropriations, allocations, and other public funds related to the Cybersecurity Operations Center (CSOC) and N/A | Senate | House-
related services from the Florida Digital Service (FDS) within the Department of Management Services (DMS) to the Department of Law No
Enforcement (FDLE). The transfer includes the State Chief Information Security Officer position. Language
» Amends s. 282.318, F.S,, to require the DMS, acting through the FDS to:
1. Annually review agency strategic and operational cybersecurity plans for compliance; N/A | Senate | House-
2. Provide findings to the state chief information security officer for review confirmation; No
2 3. Notify agencies of confirmed findings and the date by which the agency must submit a corrective action plan; Language
4. Review corrective action plans submitted by agencies;
5. Track and monitor progress of the implementation of corrective action plans;
6. Review state agency annual risk assessment findings and track and report on corresponding remediation plans; and
7. Obtain approval from the state chief information security officer for cybersecurity training curriculum and the cybersecurity
governance framework.
> Removes the incident response reporting process from the cybersecurity governance framework.
» Designates FDLE as the lead entity responsible for enterprise security operations including:
1. Selecting an employee to serve as the state chief information security officer;
2. Reporting all confirmed or suspected incidents or threats of state agency information technology resources to the state chief
information officer Governor;
3. Developing and annually updating a statewide cybersecurity strategic plan;
4. Operating and maintaining a cybersecurity operations center;
5. Coordinating with FDS to support state agencies;
6. Requiring the state chief information security officer to coordinate with the Florida Digital Service and approve the cybersecurity
governance framework and training curriculum; and
7. Developing and publishing a cybersecurity incident reporting process that includes procedures and secure communication
mechanisms.
» Amends 282.3185, F.S., to require state agencies to coordinate with the FDLE and to submit to the FDS:
3 1. Corrective action plans for confirmed findings related to non-compliance with the cybersecurity governance framework within 90 N/A Senate | House —
days of notification; No
2. Quarterly status reports on the implementation of corrective cybersecurity action plans until fully resolved; and Language

3. Requires agencies to conduct comprehensive cybersecurity risk assessments on an annual basis instead of once every three years.




Senate House
Section Sgnare38 2508 House | Offer#1 | Offer #1
q Effective upon becoming law.
N/A | Senate | House -
No

Language




